Regional healthcare information networks have already started to grow across Europe, in order to cover local healthcare provision needs, especially in isolated regions, where there is often no availability of central general hospitals. The paper discusses a modelling and simulation framework for the design of regional healthcare information networks running compound medical and QoS -sensitive applications. The proposed framework decomposes the compound medical applications into combinations of elementary traffic profiles, assesses appropriate values to the traffic parameters of the assigned models and defines suitable simulation scenarios. The simulation results are analysed and finally lead to reliable bandwidth estimations of the links of the healthcare information network under design. The proposed framework has been thoroughly validated through its application for the design of a healthcare network in the islands of the North Aegean Sea, running actual compound medical applications in the context of a national research project.
Introduction
During recent years, healthcare providers are continuously focusing on the prevention and early detection of disease and the enhancement of primary and emergency care (Demiris, 2004) . Furthermore, computer and network based systems are expanding in order to support more healthcare activities. In such a dynamic environment, information and communication technologies (ICT) are starting to play a significant role in the practice of healthcare at all levels (Kumar, 2004; Li and Rubin, 2004; Wickramasinghe and Goldberg, 2004) . At a regional level the provision of health telematic services to the local population requires the existence of regional healthcare information networks (OHIHHC; Pouloudi, 1999) .
More specifically, regional healthcare information networks have already started to grow across Europe, in order to cover local healthcare provision needs, especially in isolated regions (i.e. isolated areas in Greece, in Scandinavian countries and in Germany), where there is often no availability of central general hospitals. The regional networks can fill this gap, connecting local healthcare service providers with central regional and/or peripheral hospitals and thus making possible tele-consultation, tele-diagnosis and exchange of views between remote located doctors in certain patient treatment cases (Professionals and Citizens Network website; Tsiknakis et al., 2002 ; US DHHS website). The type of information exchanged in such healthcare networks, corresponds to sensitive personal real-time data; therefore Quality of Service (QoS) issues during their design may arise (Mundy and Chadwick, 2004) .
One of the most critical issues of efficient and Quality of Service (QoS) assured network design is the correct estimation of the required bandwidth. In this context, it is essential for the network designer to know the traffic characteristics of the applications, which are planned to run over the network under design. The precise prediction of the produced traffic load can lead to the establishment of networking links of appropriate capacity, which can guarantee the requested QoS. However, in many cases, the exact types of applications, as well as their detailed traffic parameters, are unknown to the network designer. The emergence of new applications after the deployment of a network and the confidential nature of some special-purpose applications (e.g. healthcare) are the main reasons for this fact.
The design of healthcare networks, which can guarantee QoS for special-purpose confidential applications, seems to constitute an emerging grand challenge for network designers and planners due to its complexity (arising from the special healthcare information networks characteristics) and its significant economical and social impact (for an inappropriately designed regional healthcare network, significant investment is needed for its redeployment). The adaptation of protocols, such as MPLS (Swallow, 1999) , RSVP (Braden et al., 1997) , etc., which are able to bind network resources for specific applications/services and thus are able to provide QoS guarantees, offer a straightforward solution. However, this approach does not concern the totality of special healthcare networks design requirements. Requirements such as graceful degradation of QoS in overloaded conditions, rapid design and deployment/modification of new services, support of multimedia/multiparty applications, robustness to failures and changing environment, high performance, scalability and security. The usage of management and control architectural frameworks supporting QoS as well as simulation tools that can predict the performance and behaviour of healthcare information networks operating in realistic environments come to the fore.
In this emerging context, the paper discusses a modelling and simulation framework for the design of regional healthcare information networks running compound medical QoS-sensitive applications. Traffic characterisation of such applications constitutes the core concept of the proposed framework for estimating the appropriate capacity of the links of a regional healthcare information network. Compound medical confidential applications are decomposed into elementary applications modelled through well-known traffic profiles. Using these elementary profiles and applying various simulation scenarios in an advanced platform (e.g. OPNET), a healthcare network designer can estimate the required resources for the demanded QoS. The proposed framework has been validated through its application for the design of a large scale regional healthcare information network, for remote islands in the Aegean Sea, running actual compound medical data applications in the context of a national research project funded by the North Aegean Regional Healthcare Organisation.
The rest of the paper is organised as follows: Section 2 discusses the proposed modelling and simulation framework. Section 3 gives an example application of the proposed framework for designing a Regional Area Network (RAN) serving seven actual confidential applications. Finally, Section 4 concludes the paper discussing some open issues and directions for future work.
The proposed modelling and simulation framework
The proposed framework can be used for the design of regional healthcare information networks running compound QoS-sensitive and security demanding applications. It includes the following generic steps: The outcome of the previous steps is the bandwidth estimation of the links of the regional healthcare network under design.
The decomposition of the compound applications into elementary traffic profiles is based on an iterative question-based mechanism. The more information is available about a compound application (from the user side), the more questions can be answered and thus the more precise the definition of the underlying elementary traffic profiles can be. The framework's decomposition questions are:
᭹

What is the type of the information used by a compound application?
The most familiar types of information are voice, video and medical data. If the information of an application is more complicated, this application has to be modelled by a composition of elementary traffic profiles producing single types of information.
᭹
Is there a central storage point? Can the information produced from the parts that use the application be distributed among them or should it be stored in a central base point (i.e. a central hospital) and reused when needed? In the first case, the applications should be modelled by a client-client traffic model. In the second case, there must be an association with a client-server model. 
Is the application characterised as Constant Bit Rate (CBR) or Variable Bit Rate (VBR)?
For CBR applications, the binding of a standard amount of capacity is sufficient for satisfying their QoS needs. VBR applications are characterised by ON periods where there is transmission of information and OFF periods where there is no activity. The duration of ON and OFF periods can be constant or random. In most cases the duration varies in time and the network designer must consider it as a random variable and figure out its distribution.
᭹
Is the application real time or non-real time?
Real time applications require exact prediction of bandwidth because of stringent bounds on packet delay. Non-real time applications, such us Store and Forward Telemedicine applications, are more tolerant in delay, thus, the network designer can make a more conservative prediction of the required bandwidth.
᭹
Are the application's traffic parameters constant or time dependent?
Time dependent parameters are usually represented as random variables, which obey a probability distribution. It is significant for the correct modelling of the application to define the most appropriate probability distribution for these traffic parameters.
The above questions are organised in the flow chart depicted in Figure 1 . The terminating (or terminal) cycles of the chart represent the elementary traffic profiles in which a compound confidential application can be decomposed. These profiles are IP phone calls, video traffic, image and medical data traffic, database transactions, and e-mail messages (Bertsimas and Freud, 2000) . Each one of them can be accurately described by a certain number of traffic parameters.
IP phone calls
An IP phone call service is a real time delay sensitive service. According to Douskalis (2000) (Heyman and Lakshman, 1996) The traffic characteristics of a video service are similar to an IP telephony service (i.e. interactive service producing real time traffic with strict bounds in delay). However, as video consists of both voice and image, a video service demands more bandwidth. Various encoding algorithms (such as various types of MPEG (1998)) can reduce the required bandwidth. Video traffic is produced mostly by live tele-consultation sessions in medical emergencies. For the adopted simplified video traffic profile, video is considered to consist only of moving images (other simple traffic profiles such as IP phone calls are used for modelling voice). In this context, the elementary video traffic profile is consisted of images (called frames) that succeed each other with a specific rate (frame rate). The size of each frame depends on its horizontal and vertical dimensions (in pixels) and on the pixel's colour analysis (measured in bits). The bit rate for transmitting video traffic is calculated from the type below:
where B is the required bandwidth, s is the frame size and r is the frame rate. Different combinations of values of the above parameters can produce the same required bit rate. The specific values of parameters depend on the type and the characteristics of the modelled compound confidential application. For CBR video traffic, the frames are transmitted continuously with the same bit rate, while for VBR video traffic there are ON periods where video traffic is produced and OFF periods where no traffic is produced. Both time periods (ON and OFF) can be constant or they can vary on time. The compound classified application under modelling defines both the type of video (CBR or VBR) and the pattern of ON and OFF time periods (for VBR video).
111
2 3 4 5 6 7 8 9 1011 1 2 3 4 5 6 7 8 9 2011 1 2 3 4 5 6 7 8 9 30 1 2 3 4 5 6 7 8 9 40 1 2 3 4 5 6 711
Medical image and biosignals traffic
Such traffic is served by synchronous protocols running over TCP/IP, which can be used for sending and receiving files from a remote computer in a client-server model. When a session is started, the client can transfer medical data from the server (download) or to the server (upload). The session is terminated when all the requested data are downloaded or uploaded. There is an obvious difference in downloading and uploading operations concerning the bandwidth in each direction. Downloading requires more bandwidth in the server-client direction while uploading requires more bandwidth in the inverse (i.e. client-server) direction. (Siman, 2000) These are mostly database transactions (Ram et al., 1999; Gray and Reuter, 1993) , where users can either retrieve data from the database making queries, or can add new information to the database making updates. The whole operation of storing and sorting the information in the database, as well as the establishment of communication among the users and the database is achieved by a special-purpose software platform, i.e. a Database Management System (DBMS). Electronic Health Records and DBMS are stored in a database server. The communication between database clients (i.e. users) and server (as well as the corresponding traffic produced by this communication) follows the client-server model. Note the difference between queries and updates. Queries demand more bandwidth in the server-client direction, while updates require more bandwidth in the client-server direction.
Electronic health record transactions
Three are the traffic parameters that can define the amount of traffic produced by the database transactions profile. The size of the database records the number of queries and the number of updates in a time period. (IETF, 1982 (IETF, , 1995 E-mail communication is an asynchronous service based on the Simple Mail Transfer Protocol (SMTP) running over the UDP protocol. The whole operation is synchronised by an e-mail server. Each user has an amount of disk space in the server where his received e-mails are stored. When a user wants to check his e-mails, a session between the client (i.e., the user) and the mail server is established and the information is downloaded from the server to the client. When a user wants to send an e-mail, the information is uploaded to the mail server. The mail server is responsible to deliver the e-mail to the mail server of the receiver.
E-mail messages
The amount of traffic produced in a link from the e-mail messages' traffic profile depends on the total size of the e-mails to be sent and/or received, as well as the number of downloads and uploads in a time period. According to the proposed modelling and simulation framework, the decomposition of compound applications into combinations of the above elementary traffic profiles and the assessment of the parameters of the defined profiles is complemented by a simulation process. The values of the traffic profiles' parameters define a set of simulation scenarios. For the most reliable estimation of the bandwidth of the health information networks links, these scenarios have to represent both regular and high traffic load conditions. The simulation results combined with the requested QoS guarantees can give conservative or less conservative (but satisfactory) final bandwidth estimations in a heuristic way.
An application paradigm of the proposed framework
This section discusses an application of the proposed framework for the design of a RAN branch of a healthcare information network (see Figure 2) .
Note that the purpose of this application paradigm is just to highlight the framework's generic steps and not to prove its effectiveness. The framework has been thoroughly tested through its application for the design of a large scale healthcare information network running actual compound medical applications for remote islands in the Aegean Sea, in the context of a national research project. Coming to the presented example, the RAN branch includes seven workstations running different actual medical secure applications and a gateway, which concentrates the traffic from all workstations and conveys it to the core healthcare information network. The basic design goal is the bandwidth estimation of the link connecting the RAN branch with the core network. Specifically, the given information for the applications (numbered by 1 to 7) is the following:
Application 1: A confidential PCM (Pulse Code Modulation) telephony service.
Application 2: A patient telemonitoring application, running 24 hours per day in real time mode. The application both collects biosignals from patients under constant surveillance and sends them to other locations where medical personnel exists and receives the corresponding information from peer workstations. The given transmission rate is 9.6 Kb/s. Application 6: This compound application differs from Application 3 regarding the second component, where the tele-conference service is replaced by an e-mail service.
Application 7: A patient telemonitoring application in batch mode, which monitors three patients and sends three status reports with their corresponding biosignals in a central base station every hour. Each status report is a 100 Kb plain text file.
The above description constitutes the first phase of the proposed modelling and simulation framework. Based on this information, we proceed to decompose the confidential applications into simple traffic profiles with appropriate parameters. The values of these parameters can lead to different simulation scenarios. In this paradigm, two simulation scenarios are defined. The first one refers to normal traffic load, while the second concerns high traffic load. For the rest of the paper, the notation ⑀() parameter_name denotes that the parameter parameter_name has an exponential distribution with mean value . Similarly, the notation () parameter_name denotes that the parameter parameter_name is a Poisson process with mean rate .
The decomposition of the given applications into elementary well-defined traffic profiles for the discussed paradigm is as follows:
Application 1: This application falls by its definition into one of the elementary traffic profiles defined in the previous section (i.e. IP phone calls). Given that the typical coding rate of a PCM telephony service is 64 Kb/s and each packet is consisted of one frame, the maximum required bandwidth (according to Type 1) is 75 Kb/s. For the frequency and the duration of the phone calls, we assume that in the first scenario there are (4) phone calls per hour and each one lasts ⑀(3) minutes, while in the second scenario there are (12) phone calls per hour and each one lasts ⑀(5) minutes. Using the ON/OFF model, we assume that, in both simulation scenarios, there is an ⑀(3) seconds length of silence and talk spurt.
Application 2:
The produced information is continuously transmitted, meaning (according to the discussed decomposition framework) that the application has to be modelled by a CBR traffic profile. The requested bit rate (i.e. 9.6 Kb/s) is succeeded through the selection of the appropriate parameters values. According to Type 2, a frame size of 960 bits and a frame rate of ten frames/s can give the required bit rate. Application 3: The three application components are modelled separately. The electronic health records transactions profile can obviously model the first component of application 3. As there is no information about the transactions size, we suppose that for the first simulation scenario a typical transaction size of ⑀(200) Kb, while for the second scenario a typical transaction size of ⑀(500) Kb. The frequency of transactions (single database queries) for the first scenario is (50,000) transactions per year, while for the second is (150,000) transactions per year. The second application component is modelled by a VBR video traffic profile. The rate in ON periods is 64 Kb/s (the video-conference service is active). In the first scenario, we assume that each conference lasts ⑀(5) min and there are (4) conferences per hour. In the second scenario, we assume that there are (3) conferences per hour that last ⑀(10) min. Finally, the third application component is modelled by the e-mail messages traffic profile, where for the first scenario, we suppose that there are (6) e-mails of ⑀(1) Mb per hour, while in the second, there are (24) e-mails of ⑀(1) Mb per hour.
Application 4: An IP phone calls traffic profile is suitable for this application. Giving that each IP packet consists of one frame and the coding rate is 22.8 Kb/s, the total required bandwidth (according to Type 1) is 33.8 Kb/s. For the frequency and the duration of the phone calls, we make the same assumptions as in Application 1.
Application 5:
The database transactions profile can obviously model this application. Building on the given application description, for the first simulation scenario it is supposed that the frequency of transactions (single database queries) is (10,000) per year, while for the second is (20,000) per year. The transaction size can be either 700 Kb (first scenario), or 2 Mb (second scenario).
Application 6: This compound application substantially includes two components. The first one (i.e. the database transactions) is modelled as the corresponding component of Application 3. The second component (i.e. the e-mails delivery) is modelled by the e-mail messages elementary traffic profile, where for the first scenario, we suppose that there are (12) e-mails of ⑀(1) Mb every hour, while in the second, there are (30) e-mails of ⑀(1) Mb every hour.
Application 7:
Regarding the patient monitoring information transmitted in batch mode to a central base station, for both simulation scenarios, it is assumed (3) file uploads (size of 100 Kb) every hour. As already discussed in the previous section, in the last phase of the proposed modelling and simulation framework, the network designer has to define the bandwidth of the links of the health network under design. For this paradigm, the network designer has to estimate the bandwidth of the link between the RAN gateway and the core network. According to Figures 10 and 11 , the total traffic load of this link is unstable with high variation. The traffic in the second simulation scenario is almost double the traffic in the first scenario. It is evident that the bandwidth estimation can vary from a very conservative value (i.e. 840 Kb/s, which is the highest peak in the high load scenario) to a less conservative but QoS acceptable value (i.e. 215 Kb/s, which is the average value of the mean traffic load outcomes in both scenarios).
